Did you answer oe:IARulE questions below?

| Does your business handle important client or business
information?

| Do your customers expect you to protect the data they
give you?

If you did, then this training program is for

you

I§

ISO 27001 Lead Implementer
Training Program

Duration: 3 days




Why is information security management IMPORTART

Information security is the protection of important information such as business secrets, customer data, financial data and other important
information. Information security management is the comprehensive protection of information using TECHNOLOGY, PROCESS and PEOPLE.
Information security management systems are used by organizations to develop and implement a framework to protect sensitive information

and to assure their clients that the business information is safe and secure with them.

1SO 27001: The most widely adopted Information Security Management
System in the world

ISO 27001 is the most widely used ISMS (Information Security Management System) in the world. Adoption of ISO 27001 demonstrates that the organization
and the employees are following the best information security practices and are constantly monitoring and updating themselves to the challenges of information
security. An organization can implement ISO 27001 compliant processes in the organization and undergo the certification process passing which they are given

the ISO 27001 Certificate

ISO 27001 Lead Implementer: The training program

The ISO 27001 Lead Implementer Training Program by DNV is aimed at educating and equipping professionals with the necessary knowledge and expertise for
implementing ISO 27001 compliant ISMS systems at their work-place or for other clients. The training program covers the PDCA approach of ISO 27001, all the
processes up-to and after certification, the 11 domains and the 133 controls. The training program is hands-on and consists of real case studies spanning

multiple industry segments to give the candidates a comprehensive view of implementation. Please go to the next page for the syllabus for the training program

More than 4200 Information Security Managers/ IT Managers This program is created and delivered by
First Legion Consulting, India. First Legion
companies across Information Security Practitioners trainers have hands-on experience in

implementing 1ISO 27001 Certified systems
IS O ey ISO 9001 Consultants for numerous organizations across different

ISO 27001 Certified industry segments. For more information visit

Management Students T www.firstlegion.net

Finance and Auditing Professionals


http://www.firstlegion.net/

Training Program: Syllabus

The training program is structured as a highly interactive and active training program rather than a passive lecture based
training. The training will be conducted over a period of 3-days and on the 3rd day there shall be a test (examination). The
structure and syllabus of the training program is provided below,

[_] - Indicates Role-Play session

Il - 'ndicates Hands-On Session

Day 2Course Time Table

Time Sessions Time Sessions Time Sessions
0900 | Registration opens 1000 Session 1 - Introduction to Risk Analysis 1000
Applicabilit . Det e
1000 | Session 1 - The paradigm shift in 1045 Tea Break 1045 Tea Break
information security
1045 | Tea Break 1100 Session 2: Hands-On: Risk Analysis of 1100 Session 2: Role Playi The ISO 27001
Certification Process.
1100 | Session 27 ISO 27001 Introduction | 1145 Break 1300 Lunch Break
and overview
1145 | Break 1200 Session 31 Role Play: Selecting controls 1400 Multiple Objective Exam and Test
from ISO 27001 for Risk Management
1200 1300 | Lunch break 1600 | Tea Break
setting security goals and forming
the security committee
1300 | Lunch break 1400 Session 41 Role Play: Determining 1615 Session 3: Review of the program.
effectiveness of controls through auditing,
Auditing techniques and tools
o[Vl Session 4: Hands-on: i Identifying 1500 Tea Break 1700 Closure of Program
critical assets and classification of]
1500 | Tea Break 1515 Session 5: Hands-On: Review and revision
of the 1ISO 27001 ISMS]
1515 1700 | Close of Day 2
1700 | Close of Day 1




